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Release Notes v2.3.5.7
05/20/2022
New or Improved Features:
1. Renamed previous “Dashboard” to “Reports”
2. Created new Dashboard and set as the Login Landing Page
a. Dashboard is customized for each user based upon their role (SA, ISSO, CIO, PMO, Market Team)
b. Dashboard has tiles that can be pinned and unpinned.  Unpinning tiles will speed up the page load time.
c. To Do List Tile – For this is lists six metrics or goals for maintaining current and updated information.  
· Past Due Vulnerabilities without POAM – This indicates overdue vulnerabilities in Scan Data.  User should add these to a POAM.
· Past Due Vulnerabilities with POAM – This indicates overdue POAM items.  User should update Scheduled Completion Date (SCD) by adding a new milestone, or process POAM item through workflow.
· POAM SCD less than 30 day – This indicates POAM items with a scheduled completion date (SCD) within the next 30 days.  User should review and either update SCD or process POAM item through workflow.
· POAMs ready for closure – This indicates POAM items ready for closure based on the fact that ACAS scans no longer find any Assets with the vulnerability.  User should process POAM item through workflow for closure.
· Uncredentialed scans – This indicates the Assets with uncredentialed scans	.  User should coordinate with ACAS admin to ensure credentialed scans.
· Unknown Asset Type – This indicates the Assets that have not been categorized (ie workstation, server, medical device, etc).  User should edit Asset and select Asset Type.  This can be done individually or up to 100 Assets at a time.
d. Systems Tile
· Systems are listed by ATO Effort Type selected in the System Profile.  
1. A&A (Assess and Authorize) – These are individual ATO Efforts
2. Baseline – ATO Effort that allows for Deployments to be linked
3. Deployment – Linked to a Baseline System
4. High Risk* – System is High Risk if the aggregated System Rysk Score is in the High range
5. Approved – System is approved if ATO Expiration Date is in future
e. Assets Tile
· Assets are listed by Asset Type selected in the Asset Profile.
· The row with a dash means that no Asset Type has been selected.
· High Risk* – Asset is High Risk if the aggregated Asset Rysk Score is in the High range
f. OS (Operating Systems) Tile
· Assets listed by Operating Systems (as determined by Tenable)
· High Risk* – System is High Risk if the aggregated System Rysk Score is in the High range
*High Risk – High Risk Score is a Ryskview algorithm that calculates the Risk of a Asset and System based upon the vulnerabilities and other contextual information.  This is an informative metric and does not indicate any specific action to be done within Ryskview.  Ryskview developers continue to improve on the algorithm to make it more accurate and useful.
3. In Scan Data, require one milestone when “Add to POAM”.
4. If user is an System Admin for specific Assets, and not a whole system, Scan Data will list the System, but show only vulnerabilities for those specific Assets
5. In multiple places in User Interface, Program Office has been appended to the System name to more specifically identify the System.  For example, “DICE [Andrews AFB]”
6. In POAM Task Queue, added check boxes to filter by:
a. Past Due
b. Ready for Closure (ie No more vulnerable Assets)
c. Due in less than 30 days
7. In POAM workflow, added “False Positive” status
8. In the menu bar, added sub-menus to allow user to navigate directly to desired page
9. In System Profile, disabled manual control of “Approved” field and linked it to the ATO Expiration.  If ATO expiration is today or in future, then System is Approved.  If ATO expiration is in past or not specified, System is Unapproved.
10. In POAM Task Queue,
a. Changed “Remaining Assets” to “Vulnerable Assets”
b. Removed “Milestone” column
c. Removed Assignee filter
d. Added tooltip to Status filter
11. Added Application Admin user role to manage and monitor application settings and processes 

Technical Changes
1. Moved more load balancing of user requests to the web server and expanded application layer in order to better scale and allow for improved distribution of user activity.
2. Upgrade Postgres database to version 11.14.

Bug Fixes
1. In Reports, Program Office and System filter are properly filtering the viewable list
2. In Scan Data Page, the % closed can no longer go above 100%
3. In Compliance Page, the % credentialed can no longer go above 100%
4. User can no longer complete all Milestones in a POAM item if it is still open
5. Fixed column sorting errors
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